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Overview

Aqaba Company for Ports Operation and Management ACPOM is seeking
proposals from qualified bidders to upgrade current network infrastructure. We are
committed to ensuring the safety and security of our premises, assets, and personnel.
We invite your organization to submit a proposal in response to this RFP.

seeking for proposals from eligible bidders (described in section ELIGIBLE
BIDDERS) for supplying, delivering, installing, configuring, migrating, integrating,
testing, and providing the warranty and support services for hardware and software
within the scope of this RFP to provide new network infrastructure integrated with all
services and Main site for Aqgaba Company for Ports Operation and Management.

The winning bidder shall be ultimately responsible for all project management tasks
relating to the project. This will include coordinating with all concerned parties to fulfil
the scope of this project. The winning bidder will be responsible for successful
delivery of the project within a specified timeframe.

The winning bidder must carry out agreed tasks and achieve desired goals and
requirements, so the project is managed efficiently and effectively. Details for all the
items are illustrated under section: Scope of work.

Bidder Qualifications and requirements

4.1. ELIGIBLE BIDDERS
Bidders should provide the below documents to be allowed to participate in this
RFP:

1. The bidder should be Gold/Expert Partner for vendor. A valid certified official
certificate proving the company is a local Gold Partner must be attached to
the technical proposal.

2. Bidder should provide commercial registration record.

3. Bidder should have 10 years’ experience in market for similar projects and
records.

4. Bidder should provide full solution from same technology vendor.

4.2. BIDDER QUALIFICATIONS
Bidders should provide the below minimum qualifications for the company profile
and staff CVs.

Deviations may be grounds for disqualifications:

1. Proven track record for minimum 8 years working in Switching & Routing
Projects.
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2. CVs for the staff who will work on the project (Vendor and /or partner
staff). Below are the minimum requirements for the staff qualifications:
A. Project Manager (1) with PMP certificate
B. Network & Security Engineer (2)
C. Senior Network & Security Engineer (2)

3. Providing official documents that prove the project team is part of the
company staff. These documents have to include the followings:
|.  Educational Background:

- Bachelor's Degree in Computer Science, Information

Technology, Cybersecurity, or a related field.
Il.  Necessary certifications for required solution:

- The team, having the right certifications is crucial to ensure the

team possesses the necessary skills and knowledge.
lll.  Experience:

- Project Experience: Demonstrated experience in leading or
participating in networking and security projects, particularly
those related to risk assessment, compliance, and security
operations.

Existing Environment:

1. ACPOM has two data centers:
I.  One located at the main port.
II.  One located at the Yard 4.

The data center in the main port has been upgraded and equipped with cybersecurity
devices. The current requirement is to upgrade the networking and security devices
operating in Yard 4, as they are old and no longer supported.

The Yard4 data center contains the following devices:

" "Description '

(N5K-C5596T-FA)
ASA 5525-X with FirePOWER Services, 8GE, AC, 3DES/AES, SSD |

2

(ASA5525-FPWR-K9)
3 | CISCO Wireless Controller model 204 2
4 | Indoor AP 16
5 |802.11n Low-Profile Outdoor AP, External Ant., E Reg Dom 14

(AIR-CAP1532E-E-K9)
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2. ACPOM intend to replace the existing networking and security devices in the Yard 4
Facility, as the replacement aims to ensure enhanced performance, reliability, and
modern security standards through the deployment of new, up-to-date solutions.

Site Visit (If required):

In the event that a site visit is deemed necessary to better understand the scope of
work, a scheduled visit will be arranged for all bidding companies. The date and time
of the site visit will be communicated in advance to ensure equal opportunity for all
bidders to attend and gather the required information

Scope of work:

1. Procure, supply, deliver, install, configure, and test the hardware listed in BOQ.

2. Provide ACPOM Team with Implementation plan approach.

3. Physical Installation/Rack mount for the hardware listed in BOQ.

4. Staging (Connectivity check, initial configuration) for the hardware listed in BOQ.

5. Devices Configuration based on the listed BOQ.

6. Devices Integration / connectivity and reconfiguration for the current
systems if needed.

7. Testing and verification features and capabilities.

8. Provide Low Level Design Documents (LLD) for ACPOM project team.

9. Provide Onsite knowledge transfer and handover activities about hardware

installation and the configuration during the implementation phase.

10. Provision of all necessary cables required to complete the connections between
the newly installed devices and the existing servers in the data center room.

11. Provide warranty and maintenance for all items mentioned in BOQ for 36

months.
12. Provide full documentation covering all aspects of the project (As-Built

Document).

13. The bidder shall be fully responsible for carrying out any additional configurations
not explicitly mentioned above, if such configurations are necessary for the
successful completion of the work.

14. Carry out all required tasks with minimal downtime and in coordination with

the concerned parties.

15. Handle all Project Management tasks and provide detailed project plan that shall
address clearly the following main subjects:

o Tasks, duration, milestones, dependencies and recourses

e Delivery and installation of items
e  Transition and implementation

e Testing

e  Training (Knowledge transfer)
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Solution Overview

Agaba Company for Ports Operation and Management (ACPOM) is seeking to
upgrade its network infrastructure through the implementation of a unified and robust
network fabric provided by a single technology vendor. This strategic upgrade aims to
ensure consistency, seamless interoperability, and centralized management across all
layers of the network. The new infrastructure will replace aging components with high-
performance, secure, and scalable solutions designed to support current operations and
future growth.

:The desired solution parts are

WAN Switches

Edge Firewalls

FE-BE Switches

Data Center Firewall

Top of rack (ToR) Switches
Aggregation Switches
Access Switches

Wireless Access Points

Desired Solutlons

S@meap o

Descrlptlon

FortiSwitch FPOE Layer 2 FortiGate switch
controller compatible PoE 802.3bt switch with 2x

1 . . 5G RJ45 with PoE bt, 8x 2.5G RJ45 with PoE af/at 2
WAN Switches with and 4x SFP+ ports. Fanless. Max 200W PoE
support output limit.

FortiSwitch-FPOE 3 Year FortiCare Premium
Support

*e Fnrewalls Clscd

The proposed solutlon must be a next- generatlon
firewall appliance purpose-built for medium-sized

2 branch or enterprise edge environments, capable 2
of operating in high availability (HA) mode
The appliance must support hardware-based
4 Edge Firewalls (Cisco) clustering and active/standby high availability with 2
with Support and no additional license.
Accessories y
5 NGFW throughput of at least 4 Gbps with
application control, IPS, and logging enabled
6 At least 25,000 new connections per second. 4
7 IPSec VPN throughput of at least 1.2-Gbps
: 2509 B ylaY sl A4S yi
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Minimum of 8 x 1G RJ-45 ports,4 x 1G SFP, and 2x
10G SFP+ interfaces

9 Dedicated management and HA interfaces

The proposed solution should include the needed
licenses or subscription to activate Threat
defense, malware protection, and URL filtering as
well for three years.

10

The proposed solution should include 2x 10G Fiber

1 MM transceivers for each Firewall

The proposed solution should include the
12 centralized management solution to manage and
control the cluster from one platform

13 Bidder should provide 3 Years Warranty Support &

Cisco Firepower Management Center virtual device,
14 (support VMWare) for 2 devices with Mother company
support for three years

EE-BE Switching Zone

e T SLITR I SR

FPOE Layer 2 FortiGate switch controller
, compatible PoE 802.3bt switch with 2x 5G RJ45 2
o with PoE bt, 8x 2.5G RJ45 with PoE af/at and 4x
SFP+ ports. Fanless. Max 200W PoE output limit.

7 3 Year FortiCare Premium Support 2
FE-BE Switches with -

Support and Accessories | 10GE SFP+ transceiver modulc, short range 10 GE

SFP+ transceiver module, short range 300m, LC

8 connector, MMF, 850nm, 0°C to 70°C, for systems 4
with SFP+ slots
10GE SFP+ transceiver module, short range 10 GE
" SFP+ transceiver module, short range 300m, LC 4

conncctor, MMF, 850nm, 0°C to 70°C, for systems
with SFP+ slots

DataCenter Firewall |

FortiGate- 10 x GE RJ45 (including | x MGMT

port, 1 x HA port, 8 x switch ports), 4 x GE SFP
slots, 8 x 5GE RJ45, 8 x 10GE SFP+ slots,

. T : i 2
10 DataCenter Flre\\all§ (with NP7Lite and CP10 hardware accelerated.
Wireless controlling With FortiAP controlling feature for up to
functionality) with Support (Total/Tunnel) 256 / 128
d Accessories
Mg ooy 3 Year Advanced Threat Protection (IPS,
11 Advanced Malware Protection Service, 2

Application Control, and FortiCare Premium)
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e lasl!

3lPade daaid £ Mo M) A

CamScanner = g d>gwaall


https://v3.camscanner.com/user/download

17

23

6|Page

Top of Rack ToR Switches (Datacenter Zone)

Top of Rack Switches with
Support and Accessories

Aggregation Switches
(Campus Zone) with
Support and Accessories

Aggregation Switches (Campus Zone)
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10GE SFP+ transceiver module, short range 10 GE
SFP+ transceiver module. short range 300m, LC

connector, MMF, 850nm. 0°C to 70°C, for systems 4
with SFP+ slots
10GE SFP+ transceiver module, short range 10 GE
SFP+ transceiver module, short range 300m, LC 4

connector, MMF, 850nm, 0°C to 70°C, for systems
with SFP+ slots

Layer 2/3 FortiGate switch controller compatible
switch with 48x25G (SFP28) +8x100G (QSFP28) 2
+2x10G (SFP+). Dual AC power supplies

3 Year FortiCare Premium Support 2

1GE SFP RJ45 transceiver module 1 GE SFP
transcciver module, range 30m, RJ45 connector, - 4
40°C to 85°C, for systems with SFP/SFP+ slots

10GE copper SFP+ RJ45 Transceiver (30m range)
10 GE SFP+ transceiver module, range 30m, RJ45

. i
connector, CAT6A, -5°C to 85°C, for systems with 2
SFP+ slots
10GE SFP+ transceiver module, short range 10 GE
SFP+ transceiver module, short range 300m, LC 4

connector, MMF, 850nm., 0°C to 70°C, for systems
with SFP+ slots

Layer 2/3 FortiGate switch controller compatible
switch with 48x25G (SFP28) +8x100G (QSFP28) 2
+2x10G (SFP+). Dual AC power supplies

3 Year FortiCare Premium Support 2

10GE SFP+ transceiver module, short range 10 GE
SFP+ transceiver module, short range 300m, LC
connector, MMF, 850nm, 0°C to 70°C, for systems
with SFP+ slots

10GE SFP+ transceiver module, long range 10 GE
SFP+ transceiver module, long range 10km, LC
connector, SMF, 1310nm, 0°C to 85°C, for
systems with SFP+ slots

18

10GE SFP+ transceiver module, short range 10 GE
SFP+ transceiver module, short range 300m, LC
conncctor, MMF, 850nm, 0°C to 70°C, for systcms
with SFP+ slots
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Access Switches (Campus
Zone) with Support and
Accessories

SFP+ transceiver module. short range 300m, LC

with SFP+ slots

10GE SFP+ transceiver module, short range 10 GE

connector, MMF, 850nm, 0°C to 70°C, for systems

//'AOABA Company/' aadell sy
. eiteadt

-

iaie 05138

4

IGE SFP RJ45 transceiver module | GE SFP
transceiver module, range 30m. RJ45 connector, -
40°C to 85°C, for systems with SFP/SFP+ slots

IGE SFP RJ45 transcciver module | GE SFP
transceiver module, range 30m, RJ45 connector, -
40°C to 85°C, for systems with SFP/SFP+ slots

IGE SFP RJ45 transceiver module 1 GE SFP
transceiver module, range 30m, RJ45 connector, -
40°C to 85°C, for systems with SFP/SFP+ slots

Access Switches (Cah;pus Zone)

VSN CRE B e

FPOE Layer 2 FortiGate switch controller
compatible PoE switch with 24x 2.5G/1G/100M
RJ45 ports - 8x 802.3bt (90W) PoE and 16x
802.3af/at (30W) PoE - and 6x 10G/1G SFP+/SFP
ports, and 1x RJ45 console port. Max 780W PoE
output limit with smart fan/temperature control

12

3 Year FortiCare Premium Support

12

10GE SFP+ transceiver module, short range 10 GE
SFP+ transceiver module, short range 300m, LC
connector, MMF, 850nm, 0°C to 70°C, for systems
with SFP+ slots

10GE SFP+ transceiver module, long range 10 GE
SFP+ transceiver module, long range 10km, LC
connector, SMF, 1310nm, 0°C to 85°C, for
systems with SFP+ slots

18
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cess Points (CampusZone)

hiY

Outdoor Wireless FortiAP - Tri radio (1x
SO02. 1 Tb/g/m/ax 4x4 radio, | x 802, 1 1a/n/ac/ax 4x4
Radio and 1x 802.11 a/b/g/n/ac/ax 6GHz.
2x2),[Note: 6GlHz band not available in all
regulatory domains. Use of the 6GHz band
subjects to regional regulatory authority approval]
Oudoor Access Poirits 1x 10/100/1000/2500/10000 Base-T RJ45, Ix 11

with Support 10/100/1000 Base-T RJ45, BT/BLE + Zigbce. . 1x
RS-232 RJ45 Serial Port. External Dual Band N-
Type Omni Directional antennas, Power Supply,
Intcgrated mounting bracket for Antenna included
+ Wall/Pole Mount mounting kit. PoE Power
Supply included Region Code E

)
9

3 Year FortiCare Premium Support 11

(79
[

Indoor Wircless AP - 4 radios (Wi-Fi-7 Tri-band
2.4/5/6GHz 4+4+4 4 streams 4 radios) [Note:
6GHz band not available in all regulatory domains.
Use of the 6GHz band subjects to regional
34 Indoor Access Points regulatory authority approval], internal antennas, 14

with Support 2x 10G Base-T RJ45, BT/BLE, Ix Type A USB,
1x RS-232 RJ45 Secrial Port. Ceiling/wall mount
kit included. For power order: 802.3bt PoE injector
GPI-145. Region Code E

35 3 Year FortiCare Premium Support 14

Out Of scope:

1. Civil engineering works such as cable installation outside the data center are not
within the scope of work, except for the replacement of indoor and outdoor
access points, which is included in the scope.

2. Devices or services not explicitly stated in the RFP.

Training:

e Training for Five engineers in an officially approved center for the followings
solutions:

- Data center Firewall.
- Edge firewall.

Project Timeline and Delivery Period:

» The bidder shall specify the proposed duration for the supply and completion of
all required works. Preference will be given to bidders who commit to completing
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the full scope of work within 90 calendar days from the date of Purchase Order
Signing.

Deliverables

A fully operational solution.

Training for Administrators.

Installation Guide for installed components.
Deployment and configuration guide.
Network topology diagrams.

Device configuration backups.

User manuals and warranty certificates.

SO G B Do

Approval and Acceptance
« Performance and functional testing of all devices.

. Final acceptance will be based on the successful implementation and validation of all
deliverables.

Warranty and Support:

e Manufacturer warranty (minimum 3 years).
e Local support and maintenance service level agreement (SLA) for three years.

g Judidy 3510y Adall 85 5|
she\laalt
S g oY A

9‘|Page

"

CamScanner = g d>gwaall


https://v3.camscanner.com/user/download

.
b c%\ 1

o

e

,//’AQABA Company/' aeslla sl
tor Pay pevaien & Mamagrrens [ ¢yt guod) Ueadaisie

sssss

Technical and Financial Proposal Evaluation

e 70% of the total score is calculated based on the technical proposal, while 30% of
the total score is calculated based on the financial proposal.
e Technical proposal will be evaluated as the following:

NO Iltems The Evaluation
Highest
Score

The company's experience is based on the years
since its establishment. Ten marks are awarded for

1 Bidder's Experience 10 every ten years of experience or more, with
a deduction of one mark for each year less than ten
years.
Two marks for each employee involved in the
2 | Staff Experience and 10 project. CV for the bidder’s staff must be provided
Qualifications with full description for their previous work and the

certificate for each one of them.
One mark is awarded for certificates of good

3 Good performance 5 performance for similar projects Max. Five
certificate certificates are required.
4 Proposal TimeLine 5 Five marks awarded for proposal timeline.
Technical Specification 70 « The technical specification will be evaluated as
below

Technical Specification score from 70:

# ltems & . @ Thel @ ol & Comply - Comments
R .| Highest == (Y/N) - ' st
bl Score o

1 | WAN Switches 5

2 | Edge Firewalls 20

3 | FE-BE Switches 5

4 | Data Center Firewall 20

5 | Top of rack (ToR) Switches 5

6 | Aggregation Switches 5

7 | Access Switches 5

8 | Access Point 5

The technical proposal qualifying for a score of 75% or higher will be considered
eligible.
- The final score is calculated using the following equation:
Final Mark= ! Technical proposal mark % 70) 4 The lowest financial price X 30
(100%) highest technical proposal mark financial price
10|Page S—
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